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Software-Defined Networking Approaches for
Mitigating IEEE 802.11 Deauthentication and
Management-Frame Attacks: A Systematic
Literature Review
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Abstract: IEEE 802.11 wireless local area networks remain exposed to deauthentication and related management-
frame attacks that interrupt service and can support rogue-access-point or interception attacks. Protected
Management Frames, wireless intrusion detection systems, and wireless intrusion prevention systems reduce
exposure, but residual denial-of-service conditions, sensor dependence, false alarms, and limited network-wide
response remain. This systematic literature review assesses how software-defined networking can support
mitigation through centralized monitoring, programmable enforcement, dynamic policy control, hybrid
detection, programmable data planes, and resilient controllers. A PRISMA 2020-inspired process identified 549
records, removed 96 duplicates, screened 453 records, assessed 126 full texts, and retained 50 studies. Primary
screening and extraction were conducted by one reviewer and checked by two co-authors. No disagreements
arose. No disagreements arose. Eighteen studies provided direct wireless or management-frame evidence, while
32 provided transferable SDN or software-defined WLAN evidence. Centralized visibility appeared in 22 studies,
programmable enforcement in 18, and reactive mitigation in 13. Most evidence came from simulations,
emulation, testbeds, surveys, standards, or conceptual architectures rather than production enterprise WLANSs.
The findings support SDN as a complementary control and response layer, not a proven standalone replacement
for protocol-level protection or wireless monitoring. Priority work includes enterprise trials, standardized
datasets, controller-resilience testing, explainable detection, Wi-Fi 7 evaluation, and integrated PMF-SDN
architectures.
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shared radio medium and management procedures
create availability and authentication risks that differ
from those of wired networks. The IEEE 802.11 base
standard defines medium-access and physical-layer
operation, while IEEE 802.11w introduced Protected
Management Frames (PMF) for selected robust
management exchanges [1 - 2]. Early technical studies
showed  that forged
disassociation frames could terminate legitimate

deauthentication and
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sessions with modest attacker resources [3 - 4]. Later
testing showed that deauthentication remains relevant
even when modern countermeasures are enabled [5].

Management-frame abuse is not limited to short
disconnections. Forced reconnection can support
rogue access points, credential capture, malicious
frame injection, and multi-channel interception. WPA3
analysis, data-frame injection work, and protected-Wi-
Fi man-in-the-middle research show that modern
authentication and encryption do not remove all
management-plane and implementation risks [6 - 8].
PMF raises the cost of forged robust management
frames, but direct studies have reported bypass,
deadlock, and denial-of-service conditions (DoS) in
WPA2, WPA3, and IEEE 802.11w settings [9 - 11].
Wireless intrusion detection systems (WIDS) and
wireless intrusion prevention systems (WIPS) provide
sensor-based monitoring, rule matching, rogue-access-
point detection, Their
performance depends on sensor placement, rules,
radio coverage, and operational tuning [12 - 13].
Machine-learning models can identify fake access
points,
behaviour, yet their results remain tied to feature
selection, training data, class balance, and the traffic
environment [14]. These limits support a layered
security model rather than reliance on one protection
mechanism.

and policy enforcement.

sweeping jamming, and deauthentication

Software-defined networking (SDN) separates
forwarding from logically centralized control and
allows software applications to install and modify
network policy [15]. This architecture provides
network-wide telemetry,
traffic redirection, and automated response, but it also
introduces controller, interface, and flow-table attack
surfaces [16 - 17]. Studies of denial-of-service detection
and mitigation in SDN show how centralized
and programmable response can
support availability protection [18]. WLAN-focused
work has applied controller-assisted monitoring and
structured wireless defence loops [19 - 20], while
broader SDN detection studies provide transferable
evidence for early detection and flow-statistics
analysis [21 - 22]. Programmable wireless and data-
plane work extends these capabilities. A P4-
programmable IEEE 802.11 data plane demonstrates
that WLAN packet processing can be moved closer to
the forwarding path [23]. SDN WLAN architectures

flow-rule management,

measurement

provide centralized control
management [24], while P4 security work describes
packet inspection and enforcement functions that can
operate at line rate [25]. Software-defined wireless
architectures, Odin, Ethanol, and Mininet-WiFi show
that centralized WLAN control and repeatable

wireless experimentation are technically feasible [26 -

and performance

29]. More recent work addresses dynamic access
control, SD-WLAN implementation, and distributed
controller security [30 - 32]. OpenFlow middlebox
research further shows how anomaly detection can be
coupled to programmable mitigation [33].

The direct WLAN evidence base also contains
formal PMF analysis, WPA2 key reinstallation
research, WPA3 denial-of-service testing,
deauthentication detection, neural management-frame
detection, and management-frame protection methods
[34 - 39]. Near-direct SD-WLAN studies identify
traffic  through  controller-managed
observation [40]. Recent work on low-rate SDN
attacks, trustworthy WLAN architecture, control-layer
defence, controller flooding, SDN-based intrusion
prevention, Internet of Things (IoT)-oriented
detection, programmable data-plane security, edge
flow-rule  attacks,
lightweight deep learning extends the transferable
evidence base [41 - 50]. Existing surveys discuss SDN
security, distributed denial-of-service (DDoS) defense,
programmable networks, or software-defined WLAN
(SD-WLAN) design, but they do not separate WLAN-
specific deauthentication evidence from mechanisms
borrowed from wider SDN research. This distinction

malicious

controller  placement, and

matters because flow-level DDoS results cannot be
treated as direct proof that an SDN controller can
identify and stop forged IEEE 802.11 management
frames. The problem addressed in this review is
therefore the absence of a focused synthesis that states
what has been directly tested, what can only be
transferred by technical reasoning, and what remains
unvalidated.

The review answers four questions, as follows.

RQ1: Which SDN functions have been applied, or
have a defensible technical mapping, for mitigating
deauthentication and related management-frame
attacks?
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RQ2: What is the quality and directness of the
supporting evidence?

RQ3: How do SDN-based approaches compare with
PMF, WIDS, and WIPS in detection,
scalability, and operational burden?

RQ4: Which research gaps and future directions
follow from the current evidence?

response,

The novelty of this review is the explicit
separation of direcc WLAN
mechanisms transferred from broader programmable-
network research. This prevents general SDN findings
from being presented as if they were deauthentication
experiments.

* Separates direct WLAN or management-frame
evidence from transferable SDN, SD-WLAN, P4,
and DDoS evidence using explicit decision rules.

* Quantifies  publication  periods, evidence
directness,  evaluation settings, detection
methods, mitigation functions, and recurring
SDN characteristics across the 50-study corpus.

* Compares PMF, WIDS/WIPS, machine-learning
detection, SDN control, and programmable data
planes without presenting
interchangeable mechanisms.

evidence from

them as

* Adds an operational risk assessment covering
controller saturation, single-controller failure,
rule conflicts, integration cost, interoperability,
and migration burden.

* Defines a research programme for enterprise
validation, shared WLAN benchmarks, controller
resilience, explainable detection, Wi-Fi 7, and
hybrid PMF-SDN deployments.

The paper is organized into different sections as
follows. Section 2 describes the materials and
methods. Section 3 presents the quantitative and
thematic results, compares protection mechanisms,
interprets the reports
operational limits, deployment issues, research gaps,
and review limitations. Section 4 gives the conclusion
and future research directions.

research questions, and

2. Materials and Methods

The review followed a systematic literature
review protocol informed by Preferred Reporting
Items for Systematic Reviews and Meta-Analyses
(PRISMA) 2020 and established software-engineering
review guidance [51 - 54]. The protocol was prepared

before full screening and specified the research
questions, sources, search concepts, eligibility rules,
quality criteria, extraction fields, and synthesis plan.
The fixed quantitative corpus contains the 50 studies
that passed the stated selection process. Additional
methodological references and recent 2024-2026
publications were cited during revision to update
context and discussion; they were not added to the
closed corpus or used to change the reported
frequencies.

The search covered IEEE Xplore, ACM Digital
Library, Scopus, SpringerLink, ScienceDirect, and
Wiley Online Library. The main Boolean expression
combined SDN terms, management-frame or denial-
of-service terms, and IEEE 802.11 or WLAN terms:
("software-defined networking” OR SDN OR SD-
WLAN) AND ("deauthentication attack" OR
"management frame attack" OR disassociation OR
DoS) AND ("IEEE 802.11" OR WLAN OR Wi-Fi).
Targeted searches added PMF, WPA3 denial of
service, WIDS, programmable WLAN, OpenFlow
WLAN security, P4 wireless security, controller
resilience, and programmable data-plane security.
Backward and forward citation checking was used to
locate closely related work. Eligible records were peer
reviewed, written in English, and addressed IEEE
802.11/WLAN security, SDN security, SD-WLAN
architecture,
mechanism that could be mapped to management-
frame mitigation. The review gave priority to DOI-
verifiable publications with enough method or
architecture detail for extraction. One foundational
non-DOI USENIX paper was retained because it
documents the practical deauthentication problem.
Records were excluded when they lacked WLAN or
transferable SDN security relevance, supplied no
technical method, duplicated another report, or
contained metadata that could not be reconciled. The
first author conducted the primary title-and-abstract
screening, full-text eligibility assessment, quality
appraisal, and data extraction. The second and third
authors then checked the inclusion and exclusion
decisions, extracted fields, quality judgements, and
evidence classifications against the predefined criteria.
All checked decisions were confirmed, and no
disagreements arose. Because the process used post-
screening verification rather than independent blinded
duplicate screening, an inter-reviewer kappa statistic

programmable networking, or a
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was not calculated. This limitation is stated to avoid
overstating the review procedure.

The initial searches produced 549 records.
Removal of 96 duplicates left 453 records for title-and-
abstract screening. Screening excluded 327 records,
leaving 126 full texts. Full-text assessment excluded 76
reports, and 50 studies entered the synthesis. The
numerical chain is internally closed: 549 - 96 = 453; 453
- 327 =126; and 126 - 76 = 50. Each included study was
appraised on five domains: method clarity, evaluation
support, reproducibility, deployment relevance, and
metric reporting. A study received a strong judgement
when its architecture or procedure was described, its
claims were supported by simulation, emulation, a
testbed, measured data, or a documented standard
analysis, and its limitations could be identified. The
quality assessment informed interpretation rather than
acting as an unreported numerical threshold. Data
extraction captured publication year, attack focus,
WLAN or SDN setting, evidence type, controller or
platform, dataset or traffic source, detection logic,
mitigation action, evaluation setting, reported metrics,
and limitations. The extraction sheet also recorded
whether the study measured a management-frame
outcome, used an IEEE 802.11 environment, installed
or proposed SDN rules, and evaluated controller
overhead or resilience.

A study was classified as direct evidence when it
measured deauthentication, disassociation, PMF
bypass, management-frame denial of service, or
WLAN attack detection in an IEEE 802.11 setting and
reported a security outcome. A study was classified as
transferable evidence when it evaluated an SDN, SD-
WLAN, P4, intrusion detection and prevention
(IDS/IPS), controller-resilience, or DoS
mechanism that could be technically mapped to
WLAN mitigation but did not directly test the target
management-frame attack. When a paper contained
both forms, direct classification was used only when
the WLAN outcome was measured; otherwise, it
remained transferable. A statistical meta-analysis was
not suitable because the studies used different attacks,
traffic sources, controller platforms, datasets, network
sizes, thresholds, and outcome definitions. The
synthesis  therefore used percentages,
structured comparison, and narrative interpretation.
No pooled accuracy or latency value was calculated

systems

counts,

because doing so would combine non-equivalent
measurements.

2.1 Search sources and retrieved records

Table. 1, lists the searched sources, their main
focus, and the retrieved-record totals used in the
documented selection chain.

Table. 1: Search sources and retrieved records.

Source Search focus Records

IEEE Xplore SDN, WLAN security, 148

wireless networking

Wireless attacks, SD-
A Digital Li ’ 74

SRzl WLAN architectures
Georait Broad i.nterdi.sciplinary 126

indexing
WLAN and bl
SpringerLink ane progratiiiable 63
networking

. . Network security and
ScienceDirect LR ssiaatien 81
ke @it ey Wireless secur.lty and SDN 39

studies
M 1 citati
anua’ ciiation Additional related studies 18
tracking
Total 549
2.2 Eligibility criteria

Table. 2, states the inclusion and exclusion rules
applied during full-text assessment.

Table. 2: Inclusion and exclusion criteria.

Inclusion Exclusion

Peer-reviewed articles,

-English, duplicat
conference papers, standards, Non-English, duplicate,

R non-technical, or
or a directly relevant
. unrelated work
foundational paper
WLAN, IEEE 802.11, PMF,

deauthentication, No defensible mapping

management-frame, SDN, SD- | to WLAN or SDN

WLAN, P4, or transferable | security
DoS-security relevance
E h thod, hitectu
noug me. od, arc 1-ec | Insufficient technical
or evaluation detail for .
. detail
extraction
Verifiable metadata and DOI | Unresolved metadata

where available

mismatch after checking

2.3 Study selection

Fig. 1, presents the numerical path from record
identification to the 50 studies retained for synthesis.
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Records identified Duplicat d Records screened
uplicate records q
through database P by title and Records excluded
. — removed — —
searching (n = 96) abstract (n=327)
(n=549) (n=453)
!
Studies included . Full-text articles
o Full-text articles
in final assessed for
) — excluded — s
synthesis (n.=76) eligibility
(n =50) (n=126)
Fig. 1: PRISMA inspired study selection workflow.
2.4 Quahty assessment Attack detection, blocking,
Direct Outcome continuity, recovery, false
Table. 3, defines the five quality domains used to alarms, or latency is measured
judge methodological reporting and deployment SDN/SD-
WLAN/P4/IDS/controller/DoS
relevance. Transferable Mechanism /. D) -
mechanism has a clear WLAN
Table. 3: Quality assessment domains. mitigation role
Domain Assessment focus Transferable Esmt No dlI'ECt. management-frame
outcome is measured
Method clari Architecture, dataset/traffic source, i s i
ethod clari
El attack model, and procedure described assify as direct only when
= = : Mixed the WLAN target outcome is
Simulation, emulation, testbed, trace, Rule
Evaluation paper measured; otherwise dassify
measured dataset, or documented
support . as transferable
standards analysis
. Tools, settings, features, or steps . .
Reproducibility 3. Results and Discussion
reported well enough to repeat
WLAN  realism, network size, . .
Deployment » ) . . The corpus comprised 50 studies and standards
mobility, device mix, or operational . . i X
relevance ) documents. Eighteen studies (36.0%) supplied direct
setting addressed . .
A WLAN or management-frame evidence, while 32
ccuracy, false alarms, latency, o .
Metric reporting | throughput, overhead, scalability, or (64.0%) supplied transferable SDN or SD-WLAN
recovery reported evidence. The imbalance shows that the field contains

2.5 Evidence classification

Table. 4, states the operational classification rules,
while Fig. 2, shows the decision path used for direct,
transferable, and mixed studies.

Table. 4: Evidence-classification rules.

Evidence Decision .
Operational rule
type element
Deauthentication,
. disassociation, PMF bypass,
Direct Target attack .
or management-frame DoS is
evaluated
IEEE 802.11/WLAN setting or
Direct Environment
WLAN trace

more architectural, controller, and flow based work
than direct tests of SDN-based deauthentication
mitigation. Thirty one studies (62.0%) used simulation,
emulation, or a testbed, and 19 (38.0%) were surveys,
standards, reviews, or conceptual architectures.
Publication activity rose after 2018. The 2021-2023
period contributed 16 studies (32.0%), and 2018-2020
contributed 14 (28.0%). Together, those periods
supplied 60.0% of the synthesis corpus. Four
foundational studies were published from 2003-2010.
Four corpus studies fell in 2024-2025. The low recent
count reflects the closed search corpus, not an absence
of later publications. Additional recent sources cited
later in this section provide contextual support and are
not included in the corpus percentages.
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Eligible study after quality assessment

Does the study evaluate IEEE 802.11 deauthentication, disassociation,
PMF bypass, or management-frame attack behavior?

Yes |

v No

Does it test an SDN or SD-WLAN detection,
enforcement, or mitigation function in a
WLAN setting?

Does it report an SDN, SD-WLAN, P4, IDS/IPS,

controller-resilience, or DoS mechanism that
maps to WLAN mitigation?

X

Direct Evidence

A WLAN or management-frame
outcome is measured

¥

Transferable Evidence

The mechanism maps to mitigation, but
deauthentication is not directly tested

Fig. 2: Decision framework for direct and transferable evidence.

Centralized visibility or control appeared in 22
studies (44.0%), programmable enforcement in 18
(36.0%), reactive or dynamic mitigation in 13 (26.0%),
management-frame monitoring in 12 (24.0%), hybrid
IDS/WIPS integration in nine (18.0%), controller
(10.0%), and
programmable data-plane or P4 security in four
(8.0%). These categories overlap because one study
may contribute more than one function. The direct
evidence is strongest for the continued feasibility of
management-frame attacks, PMF limitations, WPA3
availability weaknesses, and WLAN-specific detection.
It supports a clear premise: protocol protection
reduces exposure but does not provide network-wide
behavioral monitoring or coordinated response. Direct
evidence for a fully integrated SDN system that
detects forged management frames, decides on a
response, applies rules, and validates recovery at
enterprise scale remains limited.

resilience or placement in five

The transferable evidence is
controller-managed telemetry,
filtering, traffic redirection, anomaly detection,
controller protection, and distributed control.
OpenFlow and SDN literature [55 - 73] explains how
policy can be changed without manual reconfiguration
of every forwarding device. P4 work [74 - 77] shows
that packet-level features and enforcement can move

strongest for
programmable

closer to the data path. These mechanisms provide a
technical basis for WLAN mitigation, but the evidence
must not be presented as a direct WLAN result when
no management-frame test was conducted. Detection
methods fell into four broad groups. WIDS/WIPS and

rule-based methods used known frame patterns,
thresholds, or policy violations. WLAN machine-
learning methods used radio or frame features to
classify  fake points, jamming, and
deauthentication. ~ Flow-statistics methods used
controller telemetry for anomaly identification. Hybrid
methods linked sensor observation, classification,
controller decisions, and policy enforcement. Recent
SDN studies [78 - 89] continue to report machine-
learning, deep-learning, statistical, and hierarchical
detection methods, but they also repeat concerns
about dataset bias, controller overhead, and limited
production testing. Mitigation mechanisms included
blocking or filtering suspicious traffic, isolating a client
or flow, redirecting traffic for inspection, rate limiting,
and protecting
controller resources. WLAN-specific enforcement was
than SDN response.
Programmable data planes can reduce controller
round trips for selected checks, but they have limited
memory, restricted parsing logic, and platform-
specific implementation requirements.

access

installing higher-priority rules,

less common flow-level

PMEF, WIDS/WIPS, and SDN address different
control points. PMF protects selected frame exchanges
at protocol WIDS/WIPS  provides
observation and policy monitoring. SDN supplies
network  wide
response. The evidence therefore supports layered
deployment. A PMF only approach lacks behavioral
correlation; a WIDS-only approach may lack
coordinated enforcement; an SDN-only approach

level. radio

correlation and programmable

cannot authenticate a frame that the wireless hardware
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never exposes to the controller. The evaluation-setting
review responds to the editor's request concerning
test-system design. As this article is a literature
review, it does not introduce one new experimental
system. Instead, the included studies used Mininet or
Mininet-WiFi, controller emulation, ns-3 or custom
simulation, WLAN testbeds, captured frame traces,
benchmark
protocol analysis. This variation explains why one

intrusion datasets, and standards or

pooled accuracy or latency result would be
misleading.
3.1 Quantitative profile of the corpus

Table. 5, summarizes evidence directness,

evaluation basis, detection approaches, mitigation
actions, and controller resilience coverage. Fig. 3 to
Fig. 5, visualize the publication pattern, evidence
composition, and recurring SDN characteristics.

Table. 5: Quantitative profile of the 50-study corpus.

Table. 6: Comparison of WLAN and SDN-enabled
security mechanisms.

Mechanism Best-supported role Main boundary
. No behavioural
Protocol-level protection correlation or
PMF for selected  robust .
network-wide
management frames
response
Radio monitoring, | Coverage,
WIDS/WIPS rogue-AP detection, | tuning, and false
rules and alerts alarms
WLAN ML Pattern re.cog.nition for Dafaset, feature,
. deauthentication, drift, and cross-
detection . . . .
jamming, or spoofing site dependence
Controll isk,
Shared telemetry, policy | . c:n ot.er e
SDN control coordination, blocking, rtegration .
. . . . burden, radio
isolation, redirection o
visibility
. Hardware limits
Fast feature extraction . .
P4/data plane and selected o
P WLAN
enforcement L
validation

3.3 SDN limitations and deployment controls

Table. 7, links major SDN deployment risks to

Dimension Category Studies | Share operational effects and practical controls. Fig. 6,
Direct i
Evi resents the proposed layered architecture.
.v1dence WLAN/management- 18 36.0% p prop y
R frame evidence
Evidence Transferable SDN/SD- " oo Table. 7: SDN deployment risks and controls.
directness WLAN evidence o Operational
Risk P Control
Evaluation Simulation, emulation, 31 62.0% effect
basis or testbed ] Event floods | Rate limiting, edge
Evaluation Survey, standard, Controller delay  analysis | aggregation, priority
basis review, or conceptual 19 38.0% saturation and rule | queues, resource
architecture installation monitoring
Rul 1D P!
Detection v e/W SARITES 9 18.0% . Defense and Con'trouer
oriented Single controller TR replication, local
Detection Flow-statistics/telemetry 12 24.0% failure fail together fanbad(’ tested
SV failover
achine ; . -
Detection Learning/Artificial 7 14.0% Rule conflict or Pefenswe rules SIgde. policy,
el ) e abuse interrupt validation,  short-
elligence ( ) assiste legitimate clients lived rules, rollback
Dynamic AP/driver  hooks,
Mitigation blocking/filtering/rule 14 28.0% Controller cannot o TS
action Telemetry gaps Zf; de;ailo layer standardized event
L P4/programmed data N export
Mitigation plane 4 8.0% Legitimate Confidence
i thresholds, multi-
Controller roaming or ’
Resilience 1 . ) 10.0% LEIESEI e interference sensor  correlation,
plEssmsaEReity triggers blocking | operator review
Open event schema,
. . . Vend WLAN
3.2 Comparison of security mechanisms Interoperability Aleflls Sirffer modular adapters,
staged pilots
Table. 6, compares the best-supported role and New  ferelpens, | Tncsmen|
main boundarv of each securitv mechanism Cost and | clusters, training, | deployment, reuse
a undary a urnty an : migration and  operations | of existing WIDS,

burden

cost reporting

195



International Transactions on Electrical Engineering and Computer Science

G. M. Mutiwa et.al., Vol: 5, No: 3, pp: 189 - 206, September 2026

Publication trend of the 50-study synthesis corpus

18

16

Number of studies

> o

4 Q
o> ot o
Sol 1()&3:1. 10,1\':1 101“'1

P

A°

200% ¥ 20%°

Publication period

Fig. 3: Publication trend of included studies.

Evidence directness and evaluation basis

Review/standard/conceptual

Evaluative studies

Transferable evidence

Direct evidence

15 20 25 30 35
Number of studies

o~
]
=
o

Fig. 4: Evidence directness and evaluation basis.

Frequency of SDN security characteristics in the synthesis corpus

Centralized visibility 22

Programmable enforcement

Reactive mitigation

Management-frame monitoring

Hybrid IDS/WIPS

Controller resilience

P4 data plane

10 15 20 25
Number of studies

o=
w

Fig. 5: Frequency of SDN security characteristics.
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i

(«p)
o ...

AP sensors [P

=

5,

P Enforcement block

; b WIDS / ML layer »| SDN controller
Sta;gt(l)gnlsl/ Cfl;ents Iranl\:rl:azt:rtxl]l:n: classification + policy + isolate /
.11 traffic : 5
confidence correlation rate-limit
frames y @ ) )

-

-

.l ) Resilience controls controller replication

=

e rule validation audit logs

e fallback policy

Fig. 6: Proposed hybrid PMF-WIDS/WIPS-SDN mitigation architecture

3.4 Interpretation and comparison

RQ1 is answered by six main capability groups:
centralized observation, programmable enforcement,
hybrid intrusion
detection and prevention, programmable data planes,
and controller resilience. Centralized observation is
the most frequent capability, but it only becomes
useful for deauthentication mitigation when wireless
telemetry reaches the controller with enough timing
and frame detail. Programmable enforcement is
similarly dependent on what the access point, switch,

management-frame monitoring,

driver, or programmable radio can execute.

RQ2 concerns evidence strength. The direct
category supports the attack problem and WLAN
feasibility. The transferable category
supports SDN control and response logic. The
evidence does not yet justify a claim that SDN alone
has been proven to stop deauthentication across
enterprise WLANs. A defensible claim is narrower:

detection

SDN can coordinate sensors, correlate events across
access points, install policy, isolate suspicious
endpoints, protect upstream resources, and support
recovery when the wireless infrastructure exposes
suitable events and controls.

RQ3 requires a balanced comparison. PMF has
low operational latency because protection occurs in
the WLAN protocol stack, but its scope is limited to
specified  robust = management frames and
implementation behavior. WIDS/WIPS can observe
radio events and identify rogue infrastructure, but
coverage and false alarms depend on deployment.
SDN can apply shared policy across multiple access

points and wired segments, but it adds controller
dependencies, southbound and northbound interfaces,
rule-management burden, and integration work. No
one mechanism dominates every criterion.

The central controller creates a concentration of
risk. Packet-in floods, malformed events, topology
poisoning, compromised applications, application
programming interface (API) and rule
conflicts can affect the same control point used for
defence [56 - 66]. Distributed controllers reduce single-
node dependence but add
consistency, trust, and placement problems. Wireless
edge placement can lower response delay, yet it
increases the number of components that require
patching, logging, and
handling. Scalability is also a practical constraint. A
controller receiving raw management-frame events
from many access points may face event bursts during

misuse,

synchronization,

authentication, failure

roaming, interference, device churn, or an attack.
Feature extraction at the access point or data plane can
reduce traffic, but early filtering can discard evidence
needed for later investigation. Rate limits and
sampling can protect the controller while allowing
low-rate attacks to evade detection. Future evaluations
should report event rate, controller central processing
unit (CPU) and memory use, rule-installation delay,
packet loss, client recovery time, and false-alarm cost
rather than accuracy alone. Deployment cost is not
limited to controller software. Enterprise adoption
may require compatible access points, telemetry
agents, controller clusters, secure certificates, WIDS
sensors, analytics infrastructure, staff training, and
staged migration. Vendor APIs and proprietary
WLAN control may restrict implementation. A hybrid
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design should therefore support fallback operation
is unavailable, local PMF
enforcement, signed policy distribution, rule rollback,
and audit records. Recent programmable-data-plane
studies [74 - 77] support packet-level extraction and
low-latency checks, but WLAN management frames
are not always visible at a conventional Ethernet

when the controller

switch. Direct use may require programmable access
points, driver hooks, radio-monitor interfaces, or an
IEEE 802.11-aware data path. The architectural
diagram in Figure 6 separates the radio sensor,
classification layer, SDN controller, and enforcement
point to make this dependency explicit. Recent
machine-learning and DDoS studies [78 - 89] also
show why reported detection rates need careful
interpretation. High scores on benchmark datasets do
not establish performance under mobility, changing
device populations, encrypted traffic, adversarial
evasion, unseen chipset behaviour, or new WLAN
standards. Models should be tested across sites and
time periods, and results should include precision,
recall, F1 score, false-positive rate, detection delay,
calibration, resource use, and recovery outcomes.
WLAN research from 2024-2026 adds cooperative
protected-Wi-Fi intrusion detection, automated 802.11
tools, access-point spoofing detection, traffic analysis
for deauthentication, and changing-MAC-address
guidance [90 - 95]. These publications show that radio-
layer identity, monitoring, and privacy changes
remain active concerns. The current IEEE 802.11
revision and Wi-Fi 7 work introduce multi-link
operation and denser coordination [96 - 99]. A recent
systematic review also reports wide variation in the
reported accuracy of machine-learning-based DDoS
detection in SDN environments [100]. Future security
tests should determine whether an attacker can shift
management-frame links, trigger
repeated link changes, overload cross-link telemetry,
or exploit inconsistent policy between links.

abuse across

RQ4 therefore produces seven research gaps.
First, few studies test a complete detection-to-recovery
chain against management frame attacks. Second,
shared and labelled WLAN attack datasets remain
limited. Third, controller and access-point overhead
are not reported consistently. Fourth, distributed-
controller failure and synchronization receive little
WLAN-specific testing. Fifth, hybrid PMF-SDN
designs are wusually proposed rather than

implemented. Sixth, explainable and adversarially
tested detection is uncommon. Seventh, Wi-Fi 7 multi-
link security has not yet been connected to SDN
deauthentication mitigation in a repeatable enterprise
experiment. Practical enterprise deployment should
begin with PMF enabled where supported, validated
WIDS/WIPS coverage, protected controller interfaces,
and a narrow set of reversible SDN actions.
Automated blocking should use confidence thresholds
and short-lived rules until the system is calibrated.
Security teams should retain packet or event evidence,
log policy changes, and test fallback operation. A
controller should not become the only path by which
clients can reconnect or by which an administrator can
restore service.

This review has limits. The evidence spans
protocols, testbeds, datasets, surveys, and simulations,
which prevents statistical pooling. The primary
screening was completed by one author and checked
by two co-authors rather than being independently
duplicated from the start. The corpus contains more
transferable than direct evidence. Some recent sources
are contextual additions rather than members of the
fixed quantitative corpus. These boundaries are
reported to prevent stronger claims than the data
support.

3.5 Research gaps and future work

Table. 8, converts the principal evidence gaps into
specific experimental and reporting tasks.

Table. 8: Research gaps and required work.

Gap Current state Required work
Few end-to-end Enterprise testbeds
Complete . o .
tests from frame with mobility, device
workflow . . .
L capture to client diversity, and
validation

recovery repeatable attacks
Public labelled traces
with PMF, WPA3,

jamming, roaming,

Few standardized

Shared datasets frame-level

corpora and benign churn
Limited WLAN- Distributed-
Controller . controller, failover,
e specific failure .
resilience R and saturation
testing q
experiments
Implemented
Mostl
Hybrid PMF- archi(t)esc tﬁral comparison against
SDN PMF-only and WIDS-
proposals .
only baselines
Model trust Limited cross-site, | Temporal validation,

adversarial, and adversarial testing,
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explanation calibrated
testing confidence, human-
readable reasons
P4 or programmable-
Programmable Few direct PTog .
. . AP tests with
wireless data deauthentication
. management-frame
plane evaluations N
visibility
Multi-link Cross-link attack,
Wi-Fi7 security not tied policy consistency,
to SDN mitigation and recovery tests

4. Conclusion

This review assessed 50 studies on SDN functions
support mitigation of IEEE 802.11
deauthentication and related management-frame
attacks. Eighteen studies supplied direct WLAN or
management-frame evidence, while 32 supplied
transferable SDN or SD-WLAN evidence. Centralized
visibility,

that can

reactive
response, hybrid
intrusion detection, programmable data planes, and
controller resilience were the main capability groups.
The evidence supports SDN as a coordination and
enforcement layer that can work with PMF and
WIDS/WIPS. It does not yet support SDN as a fully
validated standalone protocol
protection or radio monitoring. For enterprise use,
PMF should remain enabled, wireless sensors should
cover the radio environment, and SDN actions should
be reversible, logged, and protected by controller
redundancy and fallback policy. Future studies should
test complete detection-to-recovery workflows in
dense multi-access-point networks, publish repeatable

programmable  enforcement,

management-frame monitoring,

replacement for

frame-level datasets, report controller and access-point
resource use, and compare false alarms, detection
delay, mitigation delay, client
throughput. Research should also test adversarial and
explainable detection, P4-enabled wireless processing,
distributed-controller failure, and hybrid PMF-SDN
designs. Wi-Fi 7 work should examine multi-link
management attacks, cross-link policy consistency,
roaming under attack, and coordinated mitigation
across 2.4, 5, and 6 GHz links. These steps would
move the field from architectural promise toward
measured deployment evidence.

recovery, and
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