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Enhancing Image Security in IoT Environments
Using a Modified Vigenére Cipher Algorithm
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Abstract: The Internet of Things (IoT) represents a technologically optimistic future where objects will be
connected to the internet and make intelligent collaborations with other objects anywhere, anytime. The
described technical architecture of the IoT has an impact on the security and privacy of the involved stakeholders.
Privacy includes the concealment of personal information as well as the ability to control what happens with this
information. By security we mean the degree of resistance to, or protection of the IoT infrastructure and
applications. Many of these devices are easy targets for intrusion. The IoT enables the exchange of multimedia
data in a wide variety of applications. Therefor Ensuring confidentiality and privacy is critical when it comes to
sharing images over unsecured networks. The security of multimedia data in digital distribution networks is
commonly provided by encryption, which is the mathematical process that transforms a plaintext message into
unintelligible ciphertext (confused). Vigenére cipher algorithm method is used for securing data in the form of
digital images; this paper proposes a method to encrypt an image based on one of the primitive text encryption
algorithms Vigenere Cipher. The results show that the original Vigenére algorithm is not good and not suitable
for image encryption. On the other hand the proposed algorithm shows there are improvements in the process of
encoding images (black / white and color images) using a symmetric key, same key is used for both encryption
and decryption.

Keywords: Internet of Things (IoT), Image Encryption, Vigenere Cipher, Multimedia Security, Symmetric Key
Cryptography, Privacy Protection

1. Introduction

Hiding the content of data that are sent over an
insecure channel has become one of the most
important processes of some applications [2]. Data in
the form of text, images, videos and audio is
multiplying exponentially. So, there is a need to store,

The Internet of Things (IoT) enables various
devices that we use daily to interact with each other
via the Internet. This ensures the devices are smart
and send the information to a centralized system,
which will then monitor and take actions according to

the task given to it [1]. maintain and secure this incessant data efficiently to

ensure data integrity. Digital images are one of the
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commonly used data [3]. The images make up a
sizable portion of multimedia.
agencies, military, and diplomatic issues, for instance,
all rely heavily on images for communication. Because
such images might contain extremely confidential

National-security

information, users must entail extreme protection
when storing them in an untrustworthy repository.
The fundamental goal of protecting images is to
ensure their integrity, confidentiality and authenticity
in order to secure images, cryptography can be
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applied [4-5]. Cryptographic algorithms generally fall
into two categories, which are symmetric key
algorithms  and key  algorithms.
Symmetric key algorithms use the same key between
the sender and the recipient. As for asymmetric
algorithms use a public key and a secret key to encrypt
and decrypt the data [6]. Encryption is one of the
approaches that may be used to make images more
secure. Encryption can be defined as one of the
processes which use a key for transforming images
into cryptic images. In addition, by using an approach
of decryption on cipher image that is typically a
reverse execution regarding encryption, users might
get the original image. So far, many image encryption
techniques are proposed based on the properties of the
pixels in the image. Vigenere cipher, a poly-alphabetic
cipher, uses a symmetric cipher key for encrypting

asymmetric

and decrypting the text. It is very easy to understand
and implement. It remained unbreakable for centuries
and is more resistant to letter frequency analysis than
the simple alphabetic substitution [3]. However,
advancements in cryptanalysis have exposed the
Vigenere cipher's weaknesses, particularly its
susceptibility to the Kasiski and
frequency analysis when the keyword length is known
or guessed. These vulnerabilities limit its effectiveness
in modern cryptographic applications. A table known
as Vigenere table or Vigenere square is used in
Vigenere cipher to make substitution in accordance
with the key. Basically, the table is a 26x26 matrix,
which means that the English alphabets are written 26
times in different rows, reflecting diverse possible
shifts. Obviously, both the table and substitution are
used and arranged according to the various shift
values that are derived from the key. These clusters
behave similarly to image segmentation that divided
homogenously [3], [7]. This paper proposes an
innovative encryption method aimed at facilitating
secure and safe data communication. The Vigenére
cipher has been augmented and modified to
incorporate extended ASCII code in lieu of solely
relying on ASCII code, in addition to the inclusion of
alphabets, numerals, and symbols. Furthermore, a
swapping operation has
enhancements are intended to elevate the algorithm's
complexity
encryption. Additionally, this modification serves to
strengthen the security of the Vigenere cipher. The
results show that the original Vigeneére algorithm is

examination

been executed. These

and attain a heightened level of

not good and not suitable for image encryption. On
the other hand, the proposed algorithm shows there
are an improvement in the process of encoding
images.

This research is structured into five main sections.
Section 1 study, outlining its
importance, goals, and overall scope. Section 2
provides a thorough review of existing literature,
summarizing relevant previous work and identifying
the research gaps this study aims to fill. Section 3
describes the methodology, including the design and
implementation of the proposed algorithm used to
meet the research objectives. Section 4 presents and
analyzes the results, interpreting their significance in
relation to the study’s aims. Section 5 concludes the
research by highlighting the main findings and
offering recommendations for future work.

introduces the

2. Related Work

This section presents an overview of previous
research efforts aimed at enhancing the Vigenere
cipher encryption algorithm. Gerhana et al. [8] focused
on applying the Vigenere cipher to digital image
encryption. Their study demonstrated the algorithm's
effectiveness in securing image data of varying
capacities, suggesting its suitability for safeguarding
digital images in practical security applications. Kester
et al. [9] introduced a hybrid encryption approach
combining the columnar transposition cipher and the
Vigenere cipher. In this method, plaintext is first
encrypted using the transposition cipher and then
processed with the Vigenere cipher, followed by
cryptanalysis for decryption, thus enhancing overall
security.

Senthil et al. [10] applied rigorous mathematical
concepts and their
fundamental roots to propose novel variations of the
Vigenére and Caesar ciphers. These modifications
followed a systematic scientific approach to improve

such as key generators

the consistency and robustness of both encryption
methods. Purnama and Rohayani [11] proposed a key
substitution encryption framework targeting the
limitations ~ of  traditional  confusion-diffusion
structures. Their architecture aimed to enhance both
security and computational performance by applying
an adaptable key scheme for encrypting different
image types. Saraswat et al. [12] extended the classical
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Vigenere table by incorporating numbers, thereby
allowing the encryption of digital data and increasing
resistance to cryptanalysis. The inclusion of numerical
values
decryption process for attackers.

reduced text size and complicated the

Uniyal et al. [13] introduced an adaptation of the
Caesar cipher by modifying the consonant alphabet
and dividing it into segments to accommodate new
vocalizations. This structural change aimed to
improve the cipher’s versatility and decipherability.
Rahmani et al. [14] expanded the character set of the
traditional Vigenere cipher from 26 to 92 characters.
This  adjustment
communication, such as password encryption, making
messages and keys harder to decipher due to the
inclusion of symbols and special characters. Soofi et al.
[15] tackled the weaknesses of the Vigenere cipher
against Kasiski and Friedman attacks. Their proposed
method utilized eight unique tables in which each
alphanumeric character was mapped to a distinct
numerical value, including customized values for

spaces, thus enhancing the robustness of the cipher.

allowed for more diverse

Omolara et al. [16] developed a hybrid Caesar-
Vigenére cipher characterized by a high level of
diffusion and confusion. By integrating alphabets,
numbers, and symbols into the encryption process, the
resulting cipher became more complex and resistant to
classical decryption techniques. Song et al. [17]
proposed modifications to the Vigenere key stream
generator for use in a three-pass protocol. The system
was tailored to encrypt 26-character English alphabet
messages while addressing issues of key stream
predictability and enhancing protection levels.
Subandi et al. [18] suggested combining the Vigenere
cipher with modern stream cipher techniques to
improve reliability. This hybrid approach resulted in
stronger security properties compared to using the
Vigenere cipher alone, proving especially beneficial
for applications requiring high levels of protection.
Kartha and Paul [19] introduced a method based on
key domain maximization within a finite field. Their
technique utilized a randomly generated main key to
derive both encryption and decryption keys,
enhancing the algorithm’s unpredictability
resistance to attacks.

and

3. Materials and Methods

3.1 Design and implementation of improved Vigenere
algorithm

The Vigeneére cipher is a method of encrypting
alphabetic text that uses multiple Caesar ciphers based
on the letters of a keyword, forming a simple form of
polyalphabetic substitution [20]. By applying several
Caesar ciphers, the Vigenere method disrupts the
frequency patterns typically present in a basic Caesar
cipher. This technique is named after Blaise de
Vigenére, who introduced it in the 16th century at the
French court of King Henry III. For many years, the
Vigenere cipher was regarded as secure. However, in
1917, it was broken by cryptanalysts Friedman and
Kasiski, who identified repeated segments in the
ciphertext and used them to determine the length of
the encryption key. Once the key length was known,
the ciphertext could be divided into columns, each
corresponding to a Caesar cipher that could then be
individually = deciphered. Over time, various
modifications have been proposed to enhance the
security of the Vigenere cipher [21]. From an algebraic
perspective, the Vigenere cipher can also be expressed
mathematically. Assuming the letters A to Z represent
the numbers 0 through 25, encryption using a key K.

K is performed by adding corresponding values
modulo 26 [9], [22], as (1).

C; = E(P; + K; )mod26 (1)
And decryption D using the key K, indicated in (2),

In this case, C refers to the ciphertext, P for the
plaintext character, and K to the key. The decryption
function is represented by D. A table, like the one in
Fig. 1, could also be used in the Vigenére cipher
process. We can express the Vigenere cipher in the
following fashion. Assuming a plaintext
sequence and a letter sequence key, the ciphertext
letter sequence can be computed as follows in (3),

€ =CyC1,Cpuronn.Cpoy = E(k,p) =

E(Ky, Ky, Ky oo . K1), (Po) Py, Py v Py_y) =

(Py + Ky)mod26, (P, + K;)mod26.... (Pp_; +

letter

Kpm—1)mod26, (B, + K,)mod26 , (P +
Ki)mod26,(P,,_; + K;,_1)mod26,(B, +
Ky)mod26,(Pp,,1 + K;)mod26 (3)
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OZEZrRurOQHEUQEEPNHX S < un®o o
HOZErRu-OQrHEuQuepN~<LHKaE<dadwn@®o0
OHOoOZEZrRurQHEUQEENEKE<cH n DT

NKHSLCORUTOUOZENRu~TIQMBEUQW

<CHUEOUOZEZrAurnIQEEUQWEN< X Sd

SACHuTYOUWOZEr Ra-HQHEHU QW >N MMM

WOWOZECr RunmiIQHEUOQEENHKS<dH unln
MPOWOZErFu~OQRHEUOQE EPNMKS <dHR
HuWOWOoOZEZrRur~OQrEuameEnN<d X E<dd
CHuFOUOZENRu-IQHEUQEE N~ K <d
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HHMEL2O0HnWOYOZEr Ru~mQHEy QW NN

Fig. 1: Vigenere square

Table. 1: The expressed numerically based on the category

Category Expressed numerically
Key 3 4 2 4 15 19 8 21 4 ) 4 2 4 15
Plaintext 22 4 0 17 4 3 8 18 2 14 21 4 17 4
Ciphertext 25 8 2 21 19 22 16 13 6 17 25 6 21 19
Key 19 8 21 4 3 4 2 4 15 19 8 21 4 19
Plaintext 3 18 0 21 4 24 14 20 17 18 4 11 3
Ciphertext 22 0 21 25 7 2 16 24 6 11 12 6 9 22

Therefore, the first letter of the key is added to the
plaintext's first letter, mod 26, followed by the
addition of the second letter, and so on, up to the
plaintext's first letter. The key letters are repeated for
the remaining letters in the plaintext. Until the entire
plaintext sequence is encrypted, this process is
repeated [22]. A key that is the same length as the
message is required to encrypt it. The key is typically a
recurring keyword. For example, if the keyword is
deceptive, the message “we are discovered, save
yourself” is encrypted as follows.

key: deceptivedeceptivedeceptive;

plaintext: wearediscoveredsaveyourself;

ciphertext:
ZICVTWQNGRZGVTWAVZHCQYGLMG]J.

Expressed numerically, we have the result (Table 1).
The fact that this encryption has numerous ciphertext
letters (one for each distinct letter of the keyword) for
every plaintext letter gives it strength. As a result, the
letter frequency data is hidden. But not all of the
plaintext structure's knowledge is gone [23]. The
Vigenere cipher's primary flaw, however, was found
to be its repeating key, which leaves it open to
frequency analysis via kasiski attack and computation
[24]. The encryption/
decryption Vigenere cipher is shown in Fig. 2.

of the coincidence index

3.2 The stages of design and implementation for the
improved Vigenére algorithmn

This section explains the steps that are proposed
for improving the Vigenére algorithm.
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e Repeat steps on all blocks until the entire input

Encryption Process Decryption Process text is finished

/ Read The Plaintext /

|
m=Current Input
Block (4 Character)

Perform Swap Operation

Plaintext
and Key

Ciphertext
And key

Pi=(Ci-Ki)mod26

NO

Fig. 2: Vigenere encryption and decryption process

S(i) = m(i+2);

Fig. 3 shows the flowchart of steps that are / S(Sl(l;)' l_m'?lt;) /
proposed to improve the Vigenére algorithm. The S“+3)_"‘"+”
detailed steps of design and implementation for the

. \ . Encrypts Swaped text (s) by using
Improved Vigenére Algorithm are: Vigenere Algorithm

|

¢ Read the current input text (each time read 4 &

byte or 4 characters)
e Perform aswap operation Fig. 3: Flowchart of encryption steps for the improved
Vigenere algorithm

e Swap character 1 with character 3
e Swap character 2 with character 4
e Perform the original Vigenére algorithm

Fig. 4: Results of improved Vigenere algorithm, using key = 1234
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4. Results and Discussion

The findings of this study reveal important
insights into the performance and security benefits of
applying the improved Vigenere cipher to image

ZJAO&SO1W1Z)1401601&)3D2&

encryption using a pixel swapping technique. The
primary goal of this enhancement was to increase the
complexity of the original cipher while preserving its
lightweight nature and computational efficiency.

5 1 15 2 25 3 35 4 4

x 10
05

s

2
‘-
2

5

05 1 15 2 25 3 a5 4 45

Fig. 5: Results of improved Vigenere algorithm, using key = ABCD
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Fig. 6: Results of improved Vigenere algorithm, using key = 1A3B

49



International Transactions on Electrical Engineering and Computer Science

S. A. Alabady et.al., Vol: 5, No: 1, pp: 44-52, March 2026

In this approach, the image is read in blocks of
four pixels, and a swap operation is applied where the
first pixel is exchanged with the third, and the second
with the fourth, before the encryption process begins.
This preprocessing step disrupts the original spatial
correlation of the image data, adding a layer of
confusion that strengthens the encryption. After the
swap, the traditional Vigenere cipher is applied to the
modified pixel values using a predefined key as
indicated in Fig. 4, Fig. 5 and Fig. 6. The results
demonstrated a noticeable increase in resistance to
common cryptanalytic techniques such as frequency
analysis and pattern detection, which are typically
more effective against structured data like images.
Furthermore, the encryption and decryption processes
introduced minimal performance overhead, making
the  method
environments. Although this technique enhances
security through added complexity, it also retains the
original algorithm's it both
practical and efficient for real-time image encryption

suitable for resource-limited

simplicity, making
applications. Future improvements could focus on
integrating secure key management systems to further
strengthen the overall encryption framework.

5. Conclusion

This paper presents a modified version of the
Vigenere cipher algorithm for image encryption by
utilizing pixel swapping techniques.
operating on traditional character data, the algorithm
works directly with the image's pixel values. Before
applying the Vigenere encryption, each block of four
pixels undergoes a swap operation where the first
pixel is exchanged with the third, and the second is
exchanged with the fourth. This pre-processing step
increases the randomness in the image data and

Instead of

introduces a high level of diffusion and confusion,
making the encrypted image more secure and resistant
to analysis. The encryption process was implemented
using MATLAB and tested on various images to
evaluate performance and security. The results show
that the modified algorithm significantly enhances the
complexity of the encryption, making it more difficult
for attackers to retrieve the original image through
brute-force or statistical analysis. The use of pixel-
based transformations, combined with the Vigenere
cipher, results in a strong and efficient encryption
approach suitable for securing image data.
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